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Abstract—Provably secure linguistic steganography hides a
message inside text sampled from a language model, so
that without the key, a stegotext is computationally indistin-
guishable from an honest model sample. Nearly every such
scheme assumes the receiver can recompute the sender’s token
probabilities exactly bit for bit. We show this assumption is
fragile: across three model families, bit-exact schemes decode
almost none of our messages once the receiver’s floating-point
precision, quantization, or GPU architecture differs from the
sender’s, or even when the receiver merely scores a text in
parallel versus one token at a time, with the same model,
precision, and hardware held fixed. We present STEALTH, a
scheme built for exactly this setting. The sender draws each
token with an exponential race driven by keyed pseudorandom
noise, so a receiver’s probability mismatch flips a token only
when the race is close; a rateless spinal code, decoded by
beam search, absorbs the resulting flips without the sender
and receiver ever agreeing on a single distribution. We prove
stegotexts remain indistinguishable from honest samples under
this construction. Empirically, STEALTH decodes every mes-
sage we sent for every receiver in the sender’s model family,
at every precision and quantization level, on smaller models,
and on a different GPU architecture. STEALTH is even robust
across different model families with separate vocabularies and
tokenizers, decoding every message we tested. Our approach
carries far more payload per token than prior robust schemes,
and trained steganalyzers and a targeted statistical test both
fail to distinguish its stegotexts from honest model output.

1. Introduction

State and corporate surveillance of digital communi-
cation is pervasive [1], and censorship regimes increas-
ingly flag or block traffic that looks encrypted or otherwise
anomalous [2]. While encrypted communications maintain
privacy, they are easily identified. A useful alternative is
covert channels: hiding messages inside communication that
looks benign, so there is nothing anomalous for a censor or
surveillant to flag. Steganography is the general technique,
embedding secret messages into ordinary media such as
images or text so the resulting cover object appears unre-
markable to anyone but the intended recipient (Section 2).

Ideally, a steganographic technique should be provably se-
cure, indistinguishable from the cover channel even to a
warden who can run the embedding algorithm itself, rather
than merely undetected by today’s tools [3].

Achieving this for images can be difficult since the true
statistics of natural images are hard to model exactly [4].
Modern language models (LMs) make text more tractable
because a good LM provides an explicit probability distribu-
tion over realistic text continuations. Linguistic steganogra-
phy uses this distribution to hide messages: the sender uses
the message bits to choose each sampled token, and the re-
ceiver, recomputing the same distribution, reads the bits back
from the tokens that are observed. Several such schemes are
provably secure [5-7], but only if the receiver reproduces
the sender’s distribution bit for bit, since the message is
encoded in exactly where each sampled token falls within it
(Section 2). This bit-exact requirement is harder to meet than
it sounds: floating-point reductions are not associative, so
different tensor hardware, kernels, precision, or quantization
yield different results for the same model and text, and
even identical hardware can disagree between generating
text token by token and scoring it in a single pass [8—10].
In practice, sender and receiver probabilities almost always
differ, and because decoding replays the sender’s computa-
tion step by step, a single token whose probability differs in
the last few bits can send every subsequent step down the
wrong path. A recent survey of linguistic steganography lists
this computational indeterminism as an open challenge [11].

We design STEALTH to tolerate this mismatch while
remaining provably secure (Figure 1). The sender picks each
token by an exponential race over the token distribution p,
choosing the token that minimizes F;/p;, where E; is keyed
pseudorandom exponential noise. With truly random noise,
this samples exactly from p; with keyed noise, it is indis-
tinguishable from doing so [12, 13]. If the receiver’s dis-
tribution p’ differs from p, the same noise picks a different
token with probability bounded by a simple function of the
total variation distance between the two distributions. The
receiver scores the cover text one position at a time using the
true preceding tokens as context (teacher forcing), so a flip
affects only its own position and never the context of later
tokens. We design the noise at each position to depend on
the message through a spinal code [14], a hash chain over
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Figure 1. Differences in sender and receiver token distributions cause the receiver to lose sync at a single token, desyncing bit-exact decoding schemes
and losing the message entirely; STEALTH’s spinal-code state lets later tokens supply evidence that recovers the payload despite the mismatch.

message chunks that the receiver decodes by an efficient
beam search with a soft likelihood treating a narrowly lost
race as a probable flip rather than a contradiction. Because
the code is rateless, every additional token the model writes
contributes more evidence toward the payload, so the sender
never needs to truncate the text to fit a fixed message length.
Positions in the text are measured in byte offsets, and the
noise at each position can be keyed by the token’s bytes
rather than its vocabulary index, so nothing the receiver
computes depends on the sender’s tokenizer. This lets the
receiver decode with an LM from an entirely different model
family, with its own vocabulary and tokenizer.

Like any steganographic technique, STEALTH is dual-
use: the same mechanism that lets a dissident evade censor-
ship can let an adversary run a covert channel undetected.
Because STEALTH removes the deployment-matching re-
quirement that made earlier schemes fragile, it also lowers
the bar for using steganography as a reliable, hard-to-detect
channel between two parties with varying infrastructure.
Of note, any defense that relies on sender and receiver
running mismatched deployments to disrupt steganographic
coordination will not hold against a scheme like STEALTH.
A sender on a datacenter GPU and a receiver on a consumer
GPU running a 4-bit quantized model of the same family can
still communicate, with messages provably indistinguishable
from honest model output. In this paper, we:

o Demonstrate that schemes relying on bit-exact com-
putation fail under ordinary mismatches in hardware,
precision, or sequence processing procedures;

e Propose STEALTH, which tolerates these mis-
matches, even enabling senders with speculative de-
coding, or receivers with different models altogether;

e Prove STEALTH is secure and produces text indis-
tinguishable from benign model output; and

o Evaluate STEALTH across three model families, five
receiver configurations per family, smaller same-
family receivers, receivers of other model families,
and two GPU architectures, against bit-exact and
robust baselines, with statistical detection tests.

2. Background and Related Work

We first place STEALTH within the steganography and
covert-channel literature, then define sampling from a lan-
guage model and what it means for a stegosystem built
on one to be provably secure. We then explain why a re-
ceiver cannot count on recomputing the sender’s distribution
exactly, and cover the sampler STEALTH uses to tolerate
this, the alternatives other schemes take, the coding scheme
that spreads a message across tokens, and the steganalysis
literature that complements provable security.

Steganography and covert channels. Censors need not
break encryption to block it: deep packet inspection can
flag a TLS handshake or tunnel without decrypting a single
byte [15], so censorship-resistant communication increas-
ingly turns to covert channels that hide messages inside
traffic that looks benign [16]. These channels face their
own challenge, since merely looking benign under casual
inspection does not rule out being statistically distinguish-
able from genuinely benign traffic under closer scrutiny [17].
For example, in image steganography a message can be
converted to a bitstream and each bit used to replace the
least significant bit of a pixel’s color value [18]. While im-
perceptible to a human eye, it is still statistically detectable,
since altering the least significant bits distorts an image’s
natural statistics in ways statistical steganalysis can detect,
motivating decades of research into more covert embedding
methods [19]. This also motivates provable security [3],
which we formalize in Section 6.

Provably secure linguistic steganography. An LM
maps a context x (the prompt and the text so far) to a
distribution p(x) over a vocabulary of tokens V' that includes
an end-of-text outcome END; text is produced by sampling a
token from p(x), appending it to x, and repeating until END
is sampled or a length cap is hit. Following Hopper et al. [3],
a stegosystem is secure if no efficient warden who chooses
the hidden messages can distinguish stegotexts from samples
of the cover channel; for an LM, the channel is this sampling
process. LM schemes have sender and receiver indepen-



dently recompute p(x) and encode the message in exactly
where the sampled token falls within it. Arithmetic coding
embeds the message as a point in the token’s cumulative
interval [20], but reuses randomness across tokens and is not
provably secure [5]. Three schemes reach this bar: Meteor
masks the message with a keyed pseudorandom generator
and uses the result as the sampling randomness [5], iMEC
embeds through a minimum-entropy coupling between the
message and p(z) [6], and Discop partitions p(z) into
rotated “copies” and encodes the message in which copy is
sampled from [7]. All four require the receiver to reconstruct
the sender’s p(x) bit for bit to invert the embedding.

Why probabilities differ. In practice, this bit-exact
requirement is difficult to meet. Matrix multiplications and
softmax normalizations sum many floating-point terms, and
the result depends on the order they are summed in; GPUs
of different architectures, different kernels (e.g. attention
implementations chosen by sequence length), and different
batch sizes sum in different orders, giving different results
for the same model and input [8—10]. This variation is largest
for mid-range probabilities [21], which arise at exactly
the high-entropy steps where a stegosystem embeds most
of its message. Lower-precision deployments (bf16, fp16)
and weight quantization (8-bit, 4-bit NF4 [22]) add larger,
systematic differences on top of this. Generation with a key-
value cache (one forward pass per token) and teacher-forced
scoring (one forward pass over the whole text) compute
the same function along different paths, and can disagree
even on identical hardware running identical weights [10].
Section 4 measures how badly these break schemes relying
on bit-exact probability distributions.

Robust steganography. Other schemes respond to prob-
ability mismatch by giving up on recomputing p(z) exactly.
One approach is to never let the receiver run the model
at all, embedding the message in side information decoded
without access to p(x) [23-25]. This is robust by con-
struction, but at a much lower payload rate than a scheme
that samples from the model’s own distribution. Another
method hardens the exact schemes, like arithmetic coding,
by running sender and receiver in float64, which removes
most numerical mismatch between two instances of the same
model, at substantial compute cost and without addressing
precision, quantization, model changes, or detectability [26].
We compare STEALTH against both approaches in Section 7.

The exponential race. STEALTH tolerates the mismatch
starting with a different sampler, one whose errors stay
local rather than cascading. Let E; ~ Exp(l) be drawn
independently for each ¢ € V. Then argmin; F;/p; equals
1 with probability exactly p;. Taking logarithms, the winner
minimizes In F; — In p;, the Gumbel-max trick in another
form [27, 28]. Unlike inverse-CDF sampling, where a prob-
ability difference at one token can shift the intervals used
to sample every other token, a mismatch here changes at
most the one token whose race it affects. Aaronson’s LM
watermark and its successors already use this sampler, but
with a fixed key and no payload [13, 29].

Spinal codes. What remains is spreading a message
across many tokens to absorb individual differences be-

tween sender and receiver. A spinal code [14] splits a
message into k-bit chunks cq, ..., ¢y, and computes a spine
sj = H(sj_1,c;) with a hash function H. Each spine value
seeds the pseudorandom noise transmitted in place of the
chunk itself. Because s; depends on every chunk up to j,
a decoder that guesses a chunk wrong will see a mismatch
from that point on, which lets it test guesses in order and
keep only the best B partial guesses (beam search). The
code is rateless: the sender can keep producing symbols for
as long as it takes the receiver to succeed.

Detecting steganography. A separate line of work tries
to catch steganography empirically rather than prove its
absence. Linguistic steganalyzers train word-level neural
networks [30-32] or fine-tuned transformers [33] to tell
stegotext from cover text by its statistics alone, without
access to the embedding scheme. Cao et al.’s missing-tail
test instead targets a specific artifact of fixed-precision de-
coding: interval-based schemes systematically under-sample
a model’s most improbable tokens [34]. A provable-security
proof rules out detection by any efficient warden, but Sec-
tion 7.5 checks STEALTH against these detectors directly.

3. Threat Model and Goals

As a running example, we will consider a comment
section on a public news article as our covert channel. The
article serves as context for the prompt, and the sender’s
model writes a comment on the article to pass information.
If the message needs more text, the conversation continues
with further comments, each prompted by the article and
everything posted before it. The receiver reads the article and
the comments off the page, in the order they were posted.
The same structure fits any multi-turn channel where two
parties exchange LM-generated text in public view, such as
a chat, a forum thread, or messages passed between agents.

Before sending any message, the sender and receiver
agree on a public prompt policy, describing how each
prompt is built from the article and the texts posted so
far, and on a payload length. They also share a uniformly
random key K. The sender runs a model M on its own hard-
ware and software, while the receiver runs a model M’ ~ M
that may differ from M in precision, quantization, GPU or
software stack, model size within the same family, or model
family entirely, each with its own tokenizer (Section 5).
The receiver sees only the posted strings, not the sender’s
probabilities, and does not know M’s exact configuration.

Standing between them is a passive warden, who reads
every posted text and knows everything about the scheme
except the key: the model and its exact configuration, the
prompt policy, and how to sample honest text from M itself.
We allow the warden to adaptively choose the article used
as context and the hidden messages being sent. The war-
den wins by correctly telling whether a given conversation
carries a hidden message at all.

STEALTH aims for two properties against this warden.
Security requires that the posted texts be computationally
indistinguishable from honest samples of M, which we
formalize in Section 6. Robustness requires that a receiver



TABLE 1. BIT-EXACT SCHEMES FAIL UNDER MISMATCH. PERCENT OF
MESSAGES DECODED. *: RESULTS ACROSS BF16, FP16 AND FP32.

Receiver Gemma Llama Qwen

Arithmetic coding, 7-9B models

Same model, replay 100 100 100
Different GPU, replay 0 0 0
Same model, teacher forced™ 0 0 0
int8, NF4, smaller model 0 0 0
Discop, 7-9B models

Same model, replay 100 100 100
Different GPU, replay 0 0 0
Same model, teacher forced* 0.5-1.5 1.5 0.5-1
int8, NF4, smaller model 0 0 0
Arithmetic coding, w/ float64 senders, 1.5-3B models
fp64, replay 100 100 100
Different GPU, fp64 replay 100 100 100
fp64, teacher forced 100 100 100
fp32 0 0 0.5
bf16*, int8, NF4 0 0 0

running M’ # M recover the correct payload from as little
text as possible, and almost never output a wrong one.

4. Mismatch Breaks Bit-Exact Schemes

To demonstrate how ordinary mismatch breaks the bit-
exact schemes of Section 2, we test both arithmetic cod-
ing [20] and Discop [7], and the float64 hardening proposed
by Bauer et al. [26]. Each scheme generates comments on
the same set of news articles from CNN/DailyMail [35] used
throughout our evaluation (Section 7), with the same three
LM senders in bf16 (Gemma-2-9B-it [36], Llama-3.1-8B-
Instruct [37], and Qwen2.5-7B-Instruct [38]), so that every
scheme faces the same mismatch as STEALTH. A receiver
can decode either by replaying the sender’s exact compu-
tation, which requires matching its weights, precision, and
hardware exactly, or by teacher forcing the posted text in one
pass on the receiver’s own hardware. First, we keep sender
and receiver on the same hardware (best-case scenario),
and vary only the processing mode, precision, quantization,
or model size, dropping to the smaller sibling in each
family (Gemma-2-2b-it, Llama-3.2-3B-Instruct, Qwen2.5-
1.5B-Instruct) [36, 38, 39]. Then, we keep configurations
identical, but vary the hardware between sender and receiver.
The results described below are summarized in Table 1.

Arithmetic coding. We implemented arithmetic-coding
steganography [20] over the full vocabulary, with tokens
sorted by probability and 32-bit interval precision. With
the three 7-9B senders in bfl6, replaying the sender’s
own generation path decodes every message for all three
families, as expected. Teacher forcing the same cover text
decodes none. No other receiver configuration does better:
decoding in fp16 or fp32, quantizing to int8 or 4-bit NF4,
or substituting a smaller model from the same family fails
on every message. Decoding derailed after only 5-7 correct
bits with the same model, and 1-4 with other configurations.

Discop. For Discop [7], replay again decodes all mes-
sages per family. Teacher forcing decodes ~ 1%, and

TABLE 2. TOTAL VARIATION PER TOKEN ON SAME GPU W/ REPLAY VS.
TEACHER-FORCING (TF) AND ON DIFFERENT (DIFF) GPUS W/ REPLAY.

Receiver Same GPU (replay vs. TF) Diff GPU (replay)
Gemma 9B 0.86% 0.84%
Gemma 2B 1.11% 1.11%
Llama 8B 0.95% 0.94%
Llama 3B 0.94% 0.91%
Qwen 7B 1.24% 1.23%
Qwen 1.5B 1.42% 1.38%

switching precision, quantization, or model size decodes
none. At every step Discop builds a Huffman tree over the
whole vocabulary, so a small probability change in even a
rare token can change how the tree merges, which changes
every later token’s path through it.

Hardware. Next, we pivot from best-case to a more
practical scenario where the sender and receiver have dif-
ferent hardware. We generated each family’s comments on
an NVIDIA H100 and decoded them by exact replay on an
NVIDIA A6000. While both methods decode all same-GPU
messages this way, across the two architectures they decode
none. Table 2 shows why: the total variation (TV) between
the two architectures’ token distributions runs 0.8-1.4% per
token, on par with the TV between generating a text step-by-
step and scoring it with teacher forcing on the same GPU.
Not one of the positions in any message we measured was
bit-identical across different architectures.

Hardening with float64. Bauer et al. propose running
both sides in float64, reasoning that the added precision
shrinks numerical differences below what the coder can
detect, though they stop short of claiming this holds for
every device combination [26]. We found a pitfall in repli-
cating this with Hugging Face models: several normalization
and attention operations (RMSNorm in Qwen2 and Llama,
Gemma 2’s eager-attention softmax) silently cast to float32
regardless of the requested dtype, so float32-sized differ-
ences survive and decoding still fails after 20-24 bits. After
patching these casts, float64 senders decoded all messages
by teacher forcing, and float64 text generated on an H100
decodes correctly on an A6000, for every family, including
inside batches with other texts. On the hardware we tested,
float64 hardening removes the mismatch it targets, though as
Bauer et al. themselves note, nothing guarantees this holds
on configurations we did not test.

What float64 does not fix. The hardening keeps only
one, carefully matched configuration in sync; it is not robust
to anything else. A receiver at fp32 decoded at most 0.5% of
messages tested, and lower precision or quantization always
failed. It is also expensive: a 7-9B model needs 61-74 GB
in float64, more than a 48 GB GPU holds, so we evaluated
this baseline on smaller 1.5-3B models instead. On the
hardware we tested, float64 generation is 2.5-5.5x slower
per token than our approach, and decoding a message takes
5.8-16.5 s against 55-71 ms for STEALTH on the same 1.5—
3B models (Section 7.4). Most importantly to our threat
model, a warden that holds both a bf16 and a float64 copy
of the model can also tell float64 comments from bf16 ones,
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Figure 2. A warden can distinguish float64 comments from bf16 (AUC 0.5
is chance). The vertical line marks the median, across the three families,
of the number of comments at which the null hypothesis that the sender is
using bf16 becomes rejectable at the 5% significance level.

by comparing how likely each comment’s tokens are under
the two models and accumulating that evidence across many
comments (Figure 2).

Across both coders, any mismatch collapses decoding,
and the mitigation using float64 on both sides is slow,
rarely deployed, and detectable given enough text. Our
approach (Section 5) instead assumes sender and receiver
will disagree, and asks only that the receiver recover the
message despite that disagreement while the posted text
stays indistinguishable from an honest sample.

S. STEALTH

We now describe STEALTH in full. Section 5.1 gives
the exponential race the sender uses to sample each token,
and why a mismatch at one position can flip only that
position’s token rather than cascading into every token that
follows. Section 5.2 shows how a spinal code spreads the
payload across many such tokens, and Section 5.3 gives
the receiver’s beam search over partial guesses. Section 5.4
covers how a text ends and how re-tokenization is handled,
and Section 5.5 removes the sender’s tokenizer from the
noise entirely, letting a receiver on a different model family
decode the same text. Figure 3 walks through each step on
the running example from Figure 1.

5.1. Exponential Race

Each message gets its own key K,,, derived from the
shared secret K and a fresh nonce v by a standard keyed
hash function (Section 6); v need not be secret, since it
only has to tell the receiver which posted texts belong
to this message, not protect anything by itself. At each
token position, the sender draws noise E; ~ Exp(1) for
every ¢ € V from a pseudorandom function keyed by K,
and the token’s position in the cover text the sender is
writing, and outputs the token y = argmin,cy E;/p;(h),
the exponential race introduced in Section 2. Repeating the
race on the receiver’s own distribution p’(h) with the same
noise reproduces y whenever p(h) and p’(h) agree, and

disagrees with probability at most 2D/(1+ D), where D is
their total variation distance [40]. Section 5.3 explains how
STEALTH recovers the payload despite these disagreements.
Section 6 formalizes that the race samples exactly from
p(h); the disagreement bound is proved by Daliri et al. [40].
A flip at one position never impacts the other tokens. The
position ¢ is just the token’s byte offset in the already-written
text, so both sender and receiver read ¢ directly off the string.
The noise at that position depends only on the message key,
that offset, and the spine value its word carries (Section 5.2),
never on which token was chosen there or at any earlier
position, or on either party’s probabilities. So, a mismatch
that flips y, leaves every other position’s race untouched.
The bit-exact schemes of Section 2 behave differently: their
decoders carry state from one step to the next, such as an
arithmetic coder’s current interval, so a single wrong step
corrupts every bit decoded after it. STEALTH’s races are
independent trials, each succeeding or failing on its own.

5.2. Spinal Code

The sender frames the n-bit payload m with a 16-bit
cyclic redundancy check (CRC), which bounds how often a
failed decode returns a wrong payload rather than reporting
failure (Section 7), and splits the result into L chunks of k£ =
4 bits each. A spine [14] ties these chunks to the exponential
race: a fixed sg starts the chain, and each later value s; =
H(sj—1,c;) hashes the previous spine value together with
chunk ¢;, so s; depends on every chunk up to j and changes
completely if any of them does. Every token position is
assigned one of the L spine values when its noise is derived,
so the chunk a position carries evidence for is fixed before
any text is written.

Positions are assigned to spine values by counting words
rather than tokens or bytes, where a word begins at the first
non-whitespace byte following a whitespace byte (or at the
start of the text): a token carries spine value $14(w mod L)s
where w is the number of words begun before the token’s
first byte. The token that begins the w-th word (0-indexed)
therefore carries $1(w mod r)» and the rest of that word’s
tokens carry the next spine value; the values cycle back to
51 after s;. Counting words rather than tokens keeps every
chunk supplied with roughly the same number of positions
regardless of how the sender’s tokenizer happens to split
the text, and like the position itself, a word count does not
depend on which tokenizer computes it, which matters once
sender and receiver use different ones (Section 5.5).

The spinal code is rateless. Reaching s, does not end the
payload’s encoding, it only starts another pass over the same
L chunks, so a longer cover text keeps adding independent
evidence for every chunk rather than running out of positions
to carry them. A sender facing more mismatch, or wanting
a safer margin before stopping, simply writes more text.
The sender never needs to shorten, pad, or otherwise fit
the payload to a fixed cover text length. This also lets the
model end a text naturally, rather than cutting it off wherever
the payload happens to run out, which is itself something
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Figure 3. How STEALTH encodes and decodes the payload from Figure 1. (a) Payload chunks are hashed into a chain of spine values, each keying the
noise for its words’ tokens. (b) The receiver replays each race under its own p’: a narrow loss costs little, but a wrong chunk guess changes the noise and
loses most races. (c) Beam search keeps the B best partial guesses and outputs the best one that passes the CRC.

Algorithm 1 Sender: encode payload m into a cover text

Require: shared key K, nonce v, payload m, prompt,
model M

1. K, + KeyedHash(K,v)

2: ¢1,...,cp < chunks of m || CRC(m)

3 504 0; s« H(sj_1,¢;) forj=1,...,L
4 t,w <+ 0; text + ()

5. repeat

6: h < prompt || text

7. ppu(h)

8: § <= S14(w mod L)

9: draw F; ~ Exp(1) keyed by (K,,,t,s,i),i € V
10: y < argmin, oy F; /p;

11 append y to text

12: t <+ t+ lenpyies ()

13: w + w + newwords(y)
14: until y = END
15: post text (without END)

a warden would pick up on. The full STEALTH encoding
procedure is given in Algorithm 1.

5.3. Decoding

To test a guess for chunk c;, the receiver teacher forces
every posted text once under its own model M’, obtaining
log-probabilities ¢(t) at each position, and recomputes the
race’s noise at every position assigned the guessed spine
value. At such a position the observed token y, wins the
race by some margin (i, the gap between its race score and
the best of the rest. A correct guess should see y; win almost

every one of these positions, and lose only the narrow ones
that Section 5.1°s disagreement bound predicts will flip; a
wrong guess sees y; win only with probability p;h(h) at
each position, and while this can be high at a single low-
entropy position, it is rarely high at every position a chunk
is assigned, so a wrong guess mostly loses once its evidence
is pooled across all of the chunk’s positions.

The receiver turns each margin into a score A(u;) =
max(In sigmoid(p:/7), In€), where the temperature 7 sets
how much a narrow loss is discounted rather than treated
as a contradiction, and the floor € caps how much even
a maximally wrong guess can cost at any one position. A
correct guess that narrowly lost a race is charged little, while
a wrong guess pays close to the floor at every position that
carries real evidence. Summing A over the positions assigned
to chunk j turns this into a score for how well a guessed
value of that chunk explains the text. Neither 7 nor € has
to be fixed in advance, since the receiver already holds the
whole posted text. If decoding with one setting leaves no
guess passing the CRC, it can simply decode again with a
different 7 or e, for instance a larger 7 if it suspects heavier
mismatch than usual (Section 7).

The receiver searches for the whole payload with a
beam of partial guesses, extending each by every possible
value of the next chunk and keeping only the best-scoring
extensions. Because the spine’s hash chain makes every later
spine value depend on every earlier chunk, a wrong chunk
corrupts the scores of everything built on top of it, and
the correct sequence of chunks overtakes these corrupted
guesses within the beam. Once all L chunks have been
guessed, the receiver outputs the highest-scoring surviving
guess whose CRC passes, or reports failure if none does.



Algorithm 2 Receiver: decode a payload from posted text

Require: shared key K, nonce v, payload length n, posted
text, model M’
I: K, + KeyedHash(K,v)
2: L+ (n+16)/4 > CRC: 16 bits, Chunk width: 4 bits
3: tokenize the text; append END if it ended naturally
4: compute (¢, w) for each token
5: ' + log-probabilities of M’ over the prompt and text
6: beam < {(0, s0,())} > score, spine value, chunks
7. for j=1,...,L do
8: P < positions with w mod L = j — 1
9: cand + () > candidates for this round
10:  for (sc,s,cs) € beam, c € {0,...,2F~1} do
11 s’ « H(s,c) > spine hash function

12: sc’ < sc+ Y cp AMue(Km,t,8"))

13: add (sc’, s’ es | c) to cand

14 end for

15: beam < the highest-scoring entries of cand
16: end for

17: return the highest-scoring cs in beam whose CRC
checks, else FAIL

Section 5.2’s CRC is what bounds how often this outputs a
wrong payload instead of failing outright. The full decoding
procedure is given in Algorithm 2.

5.4. Additional Details

Natural endings. The END token takes part in the
exponential race alongside every other vocabulary entry, so
a text ends exactly where an honest sample from A would
end it, rather than wherever the payload happens to run out.
While writing, the sender checks whether the text so far is
already decodable by running the receiver’s own algorithm
on its own model. Once the text ends, the sender stops
there if that check passes. Tokens written after the text first
becomes decodable are not wasted, since the rateless code
(Section 5.2) turns them into further passes over the same
L chunks, giving a safety margin for receivers with more
mismatch than the sender assumed.

Multiple texts. If a model ends the text before the check
passes, the message continues in another text, built from a
prompt that includes every text posted so far. Position ¢ and
word count w keep advancing across the whole stream rather
than resetting at each text’s start, so a chunk’s positions can
span several texts exactly as they would span one.

Re-tokenization. The receiver works from the posted
text, not the sender’s tokens directly, and re-tokenizing
that text does not always reproduce the sender’s token
boundaries. The sender samples one token at a time, so it
may write “_hel” followed by “10”, which the receiver’s
tokenizer reads back as the single token “_hello”. Be-
cause position is a byte offset rather than a token index
(Section 5.1), the damage stays local. The merged token
sits at the first part’s offset and is scored as an ordinary
flip; the second part’s offset is never visited, an erasure that
contributes no evidence rather than wrong evidence. Every

later token keeps the sender’s offsets, so the rest of the
stream decodes normally, and the rateless code’s redundancy
(Section 5.2) absorbs the flip and erasure like any other.

5.5. Decoding Across Model Families

We alter our encoding and decoding procedures slightly
for scenarios where the sender and receiver are using differ-
ent model families. Position ¢ and word count w are defined
on the posted text itself, so nothing about them ties the
receiver to the sender’s tokenizer, and Section 5.4 already
covers a receiver that re-tokenizes the same text differently.
What still does tie the two together is the noise’s fourth
input, the vocabulary index ¢ in (K, t, s,4). Index ¢ names
a token in the sender’s vocabulary, and a model of another
family has its own, unrelated vocabulary, with its own index
for the same string. A receiver on another model family has
no way to know which of its indices corresponds to which
of the sender’s.

The fix is to key the noise by the token’s own bytes
instead of its index. Writing x(7) for a fixed hash of token
©’s byte string, the sender and receiver both draw noise
from (K,,,t, s, k(i)) rather than (K,,,t,s,); only this one
input to the keyed pseudorandom function changes, in both
Algorithm 1 and Algorithm 2. Because « depends only on
a token’s spelling, the sender’s and receiver’s vocabularies
agree on () for every string they share, even though they
disagree on ¢ itself. This requires x to be injective on the
sender’s vocabulary, so that two of its tokens never draw the
same noise. Some vocabularies contain several tokens with
the same spelling, such as Gemma’s byte-fallback tokens,
which duplicate ordinary single-byte tokens. Among such a
group, the ordinary token, the one any tokenizer produces
for that string, is keyed by its bytes, and each of the others
by a hash of its index under a separate domain tag, with
END given its own reserved key.

The receiver tokenizes the posted text with its own
tokenizer and its own vocabulary, and otherwise decodes
exactly as in Section 5.3. Wherever the two tokenizers split
the text the same way, «(i) lines the receiver’s token up with
the sender’s and the race scores it normally; wherever they
split it differently, the mismatch is just a re-tokenization,
handled the same flip-and-erasure way as Section 5.4.

6. Security Analysis

A warden watching the conversation sees only the
sender’s posted texts, never whether or how a receiver
decodes them. What has to be shown is that those texts
are indistinguishable from an honest conversation with the
sender’s own model, down to where each text ends.

6.1. Security Definition

Write p(h) for the distribution the sender’s model ac-
tually assigns a context h, computed from its own float32
log-probabilities rather than some idealized real-valued one.



An honest text is one sampled from p, token by token,
until END; an honest conversation chains such texts together
under the public prompt policy, each one’s prompt built from
everything posted before it. STEALTH’s stegotext is secure
if no warden can tell it apart from an honest conversation,
even when it gets to choose the payloads and context adap-
tively, the chosen-hiddentext notion of security introduced
by Hopper et al. [3] and instantiated here for our setting.

Definition 1 (Security). A warden A queries an oracle with
a payload m, a nonce v, and a starting context hg, and gets
back either the sender’s posted texts for m (the stego oracle
Og), or an honest conversation under the same stopping
rule (Op). A chooses every query adaptively, knowing the
outcome of every earlier one, but never reuses a nonce. Its
advantage is

Adv(A) = [Pr[A9s = 1] — Pr[A9" =1]|.

STEALTH is secure against A to the extent Adv(A) is small;
Theorem 1 bounds it concretely in terms of the warden’s
number of queries q and total tokens T

For our experiments we use HMAC-SHA256 [41] for
Section 5.1’s keyed hash and the ChaCha20 block func-
tion [42] for its keyed pseudorandom function (PRF). We
assume both are PRFs with advantage egnac(q) against g
queries and €cpacha(r) against r block evaluations.

6.2. Security Theorem

Lemma 1 (Exponential race [27, 28]). For a distribution
p(h) and independent E; ~ Exp(l) for every i with
pi(h) > 0, the race winner W = arg min, E; /p;(h) satisfies
Pr[W = i] = p;(h), and the winning score min; E; /p;(h)
is itself Exp(1), independent of W. Proof in Appendix A.

This is the exact-sampling half of the claim from Sec-
tion 5.1; its other half, the bound on how often a mismatched
receiver’s race disagrees, is proved by Daliri et al. [40].

Lemma 1 needs independent noise at every position, but
the inputs STEALTH feeds its noise function depend on the
sender’s own earlier tokens. The next lemma shows that,
with the keyed PRF replaced by a truly random function,
this never matters: the noise read at each position is fresh
given everything before it. Theorem 1 then returns to the
real scheme, paying for the PRF assumption.

Lemma 2 (Freshness). Let H; be everything the sender has
computed before choosing the token at position t. Replac-
ing Section 5.1’s keyed pseudorandom function by a truly
random function, the noise it reads to choose the token at
position t is independent uniform, independent of Hy as well.
Proof in Appendix A.

Nothing in the proof needs the payload to be secret,
so the warden may choose it. Because ¢ is itself part of
the noise’s input, two positions sharing a spine value still
draw independent noise from each other. The argument also
survives Section 5.5°s byte-keyed variant unchanged, since

k is injective on the sender’s vocabulary and distinct tokens
still read distinct inputs there too.

Corollary 1 (Ideal-world texts are honest). With the keyed
PRF replaced by a truly random function and the race com-
puted exactly on continuous uniforms, let the sender keep
generating texts indefinitely under the public prompt policy,
ignoring its own stopping rule. The resulting sequence of
texts has the same law as an honest conversation. Proof in
Appendix A.

Theorem 1 (Security). If the number of texts per hidden
message is fixed in advance, or set by any rule that does not
use the key, and the honest oracle uses the same rule, then
for q queries, T tokens in total, and at most r ChaCha20
evaluations per message,

Adv(A) < enmac(q) + g €chachalr) + 19,

where § is the per-token disagreement probability between
the implemented race and the ideal one (Section 6.3). Proof
in Appendix A.

Every text ends where the sender’s model would have
ended an honest sample, so the only quantity in a message
that can depend on the key at all is how many texts it took.
Other distribution-preserving schemes end a text where the
message ends rather than where the model would. Arith-
metic coding, Meteor, and Discop stop once the message’s
bits are exhausted, and iMEC stops once the receiver’s
posterior over the message is confident enough [5-7, 20];
none of these coincide with where an honest sample would
end. Each could pad with honest, message-independent text
until END, but that padding carries nothing; in STEALTH,
every token up to the natural ending also adds evidence
toward the payload.

Theorem 1 covers a sender that posts a fixed number of
texts per query, independent of the key, and simply fails the
message if that was not enough. We will see in Section 7.2,
that a fixed count of two would have failed none of the 600
messages we evaluated: 33 Gemma, 3 Llama, and 1 Qwen
message needed a second comment, and none needed a third.
A sender that instead stops as soon as the decodability check
of Section 5.4 passes posts less text, but its number of texts
N can depend on the key. By coupling it with a sender fixed
at k texts, a warden gains at most Pr[N # k|, which for
k =1 is the 6% of messages that needed a second comment.

6.3. Finite-Precision Error

Theorem 1’s remaining term, J, bounds how often Sec-
tion 5.1°s implemented race disagrees with the mathemati-
cally ideal one it is supposed to compute. Write Race(¢, W)
for the token the sender’s implementation outputs from log-
probabilities ¢ and raw 64-bit noise words W, with every
score computed in float64, and IdealRace(¢, U) for the same
race run on exactly continuous uniforms U, each drawn in-
side its word’s 27 %4-wide cell. The implementation departs
from the ideal in two ways: rounding, since each computed
score can be off by up to some 7 from its exact value, and
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Figure 4. Messages decoded against tokens posted. Solid lines: 7 = 1.0; dashed: 7 = 0.1. Smaller models: Gemma 2B, Llama 3B, Qwen 1.5B. The axis

stops at 200 tokens; Table 3 gives the full counts.

discretization, since each uniform is read from the midpoint
of its 27%4-wide cell rather than sampled continuously.

Lemma 3 (Floating-point race). Let w =27 W, i € V,
be independent uniform 64-bit words, Z; independent uni-
forms on [0,1), and U; = w(W;+ Z;), which are themselves
independent uniforms on [0, 1). Suppose the implementation
reads noise E; = —In(1— (W, + 1)w) from the midpoint of
W,’s cell and computes every log score within 1 of In E;—0;,
and let p = €*" — 1. Then for every { and every a > 0 with
platz)<g

Pr[Race(¢, W) # IdealRace(¢, U)]
<(6+2¢)alV]w+8V|w+e *+ 3p.
Proof in Appendix A.

Our kernel’s rounding error is 7 ~ 3 x 10714, With
|V| < 218, true of every vocabulary across all three model
families, and a = 30, the bound gives § < 5.2 x 1012
per token, about 1.6 x 10~ over a 300-token message. By
Theorem 1, finite precision adds at most 7§ to a warden’s
advantage, so even a warden that observes a million such
messages gains less than 2 x 1072 from it.

No missing tail. Cao et al. [34] detect arithmetic coding
and Meteor from the probability mass their finite-precision
intervals can never reach. The exponential race has no such
gap: it never builds a CDF, since each token draws its own
noise, and scores are compared in log space, so a token with
probability 10730 keeps its log-probability at full precision
rather than being rounded to a zero-width interval. The
race loses probability only where a token would need noise
below the smallest representable value, 27, to win. On
Qwen2.5 this unreachable mass totals 1.4 x 10~17 per token,
against 1.7 x 1076 for 32-bit arithmetic coding on the same
model. This mass is part of the disagreement § bounded by
Lemma 3, so Theorem 1 already accounts for it. We directly
run their detection test in Section 7.5.

7. Evaluation

7.1. Setup

Models. Senders use the same 7-9B models from Sec-
tion 4, each in bf16, run both plainly and with speculative

decoding using the smallest model of the same family as the
draft (Gemma 2B, Llama 3.2 1B, Qwen 0.5B). Receivers
cover the sender’s own weights at bfl16, fpl6, fp32, int8§,
and 4-bit NF4, the smaller models of the same family, and
for Section 7.3, the large models of the other two families
reading a byte-keyed sender. Because bf16, fp16, and fp32
gave nearly identical results throughout, the tables report
bf16 only.

Hardware. Experiments are run on two NVIDIA ar-
chitectures, Ampere (RTX A6000) and Hopper (H100). To
isolate mismatch across hardware from mismatch across
precision or model size, we also decode each architecture’s
saved texts on the other.

Channel. The sender’s prompt is a request to comment
on one of 200 CNN/DailyMail articles [35], with further
comments posted if the first does not carry enough evidence
to decode. Texts are sampled at temperature 1 for all models.

Code parameters. Messages are 32-bit payloads pro-
tected by a 16-bit CRC, spun with chunk width & = 4 (so
L = 12 chunks) and beam width B = 16, and decoded with
the decoder’s score floor set to € = 1073, We report both of
the decoder’s operating points, 7 = 0.1 and 7 = 1.0, and a
cascade that falls back to 7 = 1.0 only if 7 = 0.1 passes no
guess through the CRC. The sender’s own stopping check
always uses 7 = 0.1; it runs every 12 tokens, and once it
passes, the sender writes 12 more tokens as a margin before
stopping at the end of the current comment. Our sweeps
decode prefixes at the same 12-token granularity.

Metrics. Success is whether the decoded payload
matches the sent one, over the 200 messages per condition.
Flip rate is the share of tokens where the race winner under
the receiver’s distribution differs from the winner under
the sender’s, and TV is the mean total variation distance
between their per-token distributions. Both measure how
far the receiver’s distribution is from the sender’s, which
explains why more mismatch needs more tokens. Tokens to
N% is the shortest prefix length at which that fraction of
messages decode (Figure 4 plots the full curves).

7.2. Robustness Under Mismatch

With STEALTH, every receiver we tested decodes every
message given enough text, across every precision, quantiza-
tion level, and same-family model size; 200 of 200 bounds



TABLE 3. TOKENS POSTED TO REACH 90% / 99% / 100% OF
MESSAGES DECODED, USING THE CASCADE DECODER.

Receiver 90% 99% 100%

Gemma 9B bfl6 96 132 132
Gemma 9B int§ 108 132 144
Gemma 9B NF4 120 156 192
Gemma 2B 228 372 384

Llama 8B bf16 84 108 132
Llama 8B int8 84 120 132
Llama 8B NF4 9% 132 144
Llama 3B 132 192 252

Qwen 7B bf16 72 96 156
Qwen 7B int8 84 96 180
Qwen 7B NF4 9% 132 204
Qwen 1.5B 180 300 300

each configuration’s failure rate below 1.9% (95% Wilson
interval). Figure 4 sweeps the decoder over prefixes of long
streams written and decoded on the A6000, and Table 3
reports how much text each configuration needs. The worst
case was with Gemma 2B, where no message needed more
than 384 tokens.

What drives the cost. Within each family, the token cost
in Table 3 tracks flip rate (Table 4) rather than precision or
quantization: int8 receivers, whose flips stay under 5%, need
little more than a same-configuration receiver, while NF4
and the smaller models, whose flips run from 8% to 37%,
need more text, increasingly so as flips rise. Each flip costs
evidence rather than adding it, so the spinal code’s beam
search needs a larger margin of correct tokens to recover.

Decoding at the sender’s stopping point. A sender
cannot see its receiver’s flips; it knows only when its own
model can decode. Table 4 evaluates the simplest stopping
rule built on that knowledge: the sender stops once its
same-model stopping check succeeds, plus 12 more tokens,
and we measure how often each receiver decodes on the
sender’s GPU at that point. A receiver matching the sender’s
configuration decodes every message in every family, since
it repeats the sender’s own check. Receivers close to that
configuration nearly always do too: with the cascade, fpl6
and fp32 lose at most one message per family, and int8
at most four. Receivers farther away do not: NF4 decodes
93.5-99.5% of messages, and the smaller same-family mod-
els only 42-87.5%. The sender’s check alone is therefore a
reliable signal only for receivers near its own configuration;
to reach one farther away, the sender can post additional
passes beyond the one its check calls for or, if it knows the
receiver’s model, run that model for its check.

Neither operating point wins everywhere: 7 = 1.0 de-
codes up to five fewer messages than 7 = 0.1 on the same
receiver, while 7 = 0.1 collapses on the smaller same-family
receivers, decoding 8.5-54% of messages where 7 = 1.0
decodes 42-87.5%. The cascade matches or beats the better
setting on every row, and beats both on Gemma and Llama
NF4, as the two settings tend to fail on different messages.

Across GPU architectures. Table 3 and Figure 4 decode
texts on the same A6000 that wrote them. To isolate the

TABLE 4. PERCENT OF MESSAGES DECODED AT THE SENDER’S
STOPPING POINT (ITS OWN CHECK PLUS 12 TOKENS), WITH FLIP RATE.

Family Receiver Flips (%) 7=0.1 7 =1.0 Cascade
Gemma 9B bfl6 0.9 100 97.5 100
9B int8 3.8 98 96 98
9B NF4 8.4 87.5 91 93.5
2B bfl6 31.5 8.5 42 42
Llama 8B bfl6 1.0 100 99.5 100
8B int8 49 100 99.5 100
8B NF4 10.2 93.5 97.5 98
3B bfl6 23.5 54 87.5 87.5
Qwen 7B bfl6 1.2 100 100 100
7B int8 42 100 99.5 100
7B NF4 12.1 96.5 99.5 99.5
1.5B bfl6 36.9 325 84 84

TABLE 5. TOKENS POSTED TO REACH 90% / 99% / 100% OF
MESSAGES DECODED WITH THE CASCADE DECODER, READING
H100-WRITTEN STEGOTEXT ON AN A6000.

Receiver 90% 99% 100%

Gemma 9B bfl6 96 120 180
Gemma 9B int§ 96 144 180
Gemma 9B NF4 120 156 180
Gemma 2B 228 300 324
Llama 8B bf16 84 96 132
Llama 8B int8 84 108 132
Llama 8B NF4 9 132 156
Llama 3B 144 180 180
Qwen 7B bfl6 84 96 96
Qwen 7B int8 84 96 96
Qwen 7B NF4 96 108 168
Qwen 1.5B 168 252 264

hardware, we took the H100’s own sweep texts and decoded
them on both GPUs, with the cascade decoder and every
receiver configuration; Table 5 gives the A6000 side. Every
configuration, including NF4 and the smaller same-family
models, still reaches 100% of messages decoded. Moving
the receiver from the H100 to the A6000 changes no con-
figuration’s token counts by more than two 12-token steps,
in either direction: the 90% column is unchanged for 10 of
12 receivers, and 5 of 12 are unchanged in every column,
so the hardware mismatch adds no systematic token cost on
top of precision and quantization. The new GPU changes
about 1% of race winners at bf16 and 4-6% at int8 relative
to the same receiver on the H100, yet the flip rate against the
sender stays within 0.3 points of Table 4’s for every receiver,
and fp32 picks the same winner at every position on both
architectures. Bit-exact schemes have no such slack: across
the same two GPUs, arithmetic coding and Discop decode
none of their messages, even by exact replay (Section 4).
Efficient samplers. Because STEALTH tolerates mis-
match, the sender is free to generate however is most
efficient on its own hardware, even along computation paths
the receiver never reproduces. Speculative decoding [43, 44]
is one example. Each round, a small draft model runs the
same keyed race on its own distribution for a few tokens;
the sender’s model then scores all of them in one forward



TABLE 6. CROSS-FAMILY DECODING WITH BYTE-KEYED NOISE. ALIGNED: SHARE OF THE RECEIVER’S TOKENS MATCHING A SENDER TOKEN’S
BYTE SPAN. FLIPS: SHARE OF ALIGNED TOKENS WHOSE RACE WINNER DIFFERS FROM THE POSTED TOKEN.

At stopping point Whole stream, 7 = 1.0

Sender Receiver Aligned (%) Flips (%) 7 =0.1/7=1.0/cascade (%) Tokens to 90% / 99% / 100%
Gemma 9B  Gemma 9B bf16 99.9 1.0 99.5/95.5/ 100 108 / 156 / 204
Gemma 9B NF4 99.9 8.4 88.5/91.5/94 120 / 168 / 240
Llama 8B bfl16 88.2 35.5 1/19/19 336 / 528 / 636
Llama 8B NF4 88.2 36.7 05/155/15.5 348 / 516 / 648
Qwen 7B bf16 88.5 37.4 0/14/ 14 396 / 612 / 756
Qwen 7B NF4 88.5 37.7 0/125/125 384 /552 /756
Llama 8B Llama 8B bf16 99.9 1.0 100 7 99.5 / 100 96 /120 / 180
Llama 8B NF4 99.9 10.7 93 /99 /99 96 / 144 / 180
Gemma 9B bf16 88.9 35.6 7.5/60.5/60.5 216 /288 /372
Gemma 9B NF4 88.9 35.9 6/58.5/585 228 /276 / 324
Qwen 7B bf16 99.5 36.6 13771771 180 / 300 / 324
Qwen 7B NF4 99.5 36.5 125 /71 /71 192 /300 / 384
Qwen 7B Qwen 7B bf16 99.9 1.2 100 / 100 / 100 84 /108 / 180
Qwen 7B NF4 99.9 10.5 99.5 /100 / 100 96 /120 / 180
Gemma 9B bf16 91.0 36.0 12.5/79.5/79.5 252 /528 /612
Gemma 9B NF4 91.0 36.2 14.5/81/ 81 240 / 516 / 588
Llama 8B bf16 97.5 342 27.5/90.5/90.5 180 / 432 / 468
Llama 8B NF4 97.5 34.9 27.5/790 /90 168 / 432 / 444

pass, runs its own race at each position with the same noise,
and keeps the drafted tokens up to the first position where
its race picks a different token, emitting its own winner
there, as in drafter-invariant speculative decoding [40]. Ev-
ery posted token is still the winner of the sender’s race,
and no acceptance test or residual sampling is needed.
A bit-exact scheme could not do this unless the receiver
reproduced every verification pass exactly, including which
drafted tokens were accepted, since a batched pass computes
the sender’s probabilities along yet another path (Section 2).
For STEALTH, it is just one more small mismatch. We
repeated the runs of Table 4 with four drafted tokens per
round, of which 26-42% were accepted, and receivers see
no difference (Appendix B, Table 10): flip rates match the
plain sender’s within 0.5 points for every receiver, and every
same-size receiver decodes within three messages of its
plain-sender count, in either direction. Smaller same-family
receivers vary more, by 3—17 messages, mostly in the spec-
ulative sender’s favor but not consistently (Llama 3B gains
five messages on the H100 and loses five on the A6000).
One Gemma message passed the sender’s own check yet was
missed by the same-configuration bfl6 receiver: no tokens
flipped, but its score sat at the edge of the beam, and a wider
beam does decode it successfully.

7.3. Cross-Family Decoding

We re-ran the sweep of Section 7.2 on the A6000 with
each large sender’s noise keyed by token bytes rather than
vocabulary index (Section 5.5), so receivers of the other two
model families can decode from the posted strings alone.
Table 6 gives the results, with same-family bf16 and NF4
receivers kept as a control. The byte-keyed variant costs
nothing within a family: its control rows decode within one
percentage point of Table 4’s at the sender’s stopping point

with the cascade, and within three points at either 7 alone,
as expected for an independent sample of 200 messages.
They also need within two 12-token steps as much text as
Table 3’s, even though Table 6’s token counts use 7 = 1.0.

Across families, the receiver’s tokenizer splits the text
differently from the sender’s: 88-99.5% of its tokens line
up with a sender token at the same byte offset and length,
lowest whenever Gemma’s tokenizer is on either side. Of
the aligned tokens, 34-38% flip, comparable to the smaller
same-family receivers of Table 4 (24-37%), and quantizing
the receiver to NF4 adds almost nothing on top, since the
difference between families already dominates. Given the
whole stream, every cross-family receiver decodes every
message, 90% of them within 168-252 tokens for Llama
and Qwen senders and 336-396 for Gemma’s.

The sender’s same-model stopping check is not cali-
brated for these receivers: at the sender’s stopping point
they decode only 12.5-90.5% of messages, almost entirely
through 7 = 1.0, since 7 = 0.1 decodes at most 27.5%. A
sender that knows its receiver’s model can instead run that
model for its stopping check. Replaying the sweeps under
that rule, stopping at the end of the first comment after the
receiver’s 7 = 0.1 check has decoded plus 12 more tokens,
the sender posts more text, and 11-88% of messages need
a second comment.

Across roughly 450,000 cross-family sweep decodes, a
wrong payload was output 35 times. Each decode checks
at most B = 16 final guesses against a 16-bit CRC, which
bounds false accepts at 16-27'6 per decode, about 110 over
these decodes; the 35 observed sit well within that bound.

7.4. Comparison With Other Methods

Section 4 showed what mismatch does to bit-exact
schemes: arithmetic coding and Discop decode every mes-



TABLE 7. PAYLOAD BITS PER POSTED TOKEN. ROBUST: DECODES
DESPITE SENDER—RECEIVER MISMATCH. EXACT: STEGOTEXT FOLLOWS
THE SENDER’S MODEL DISTRIBUTION. —: IMPRACTICAL AT 256 BITS.
TRATE REPORTED BY THE AUTHORS.

Method Robust Exact 32 bits 256 bits
Arithmetic coding [20] No Yes 0.19-0.28  0.95-0.99
Discop [7] No Yes 0.19-0.29  0.81-0.92
Zamir [23] Yes Yes  0.002-0.024 -
Bai et al. [24] Yes  Yes 0.002-0.044 -
STEALTH (ours) Yes Yes 0.19-0.26  0.37-0.43

sage when the receiver replays the sender’s exact com-
putation (Table 1), and almost none under any mismatch,
including a smaller model of the same family. Table 7 sets
their rates against ours for context. Under replay, arithmetic
coding posts 0.19-0.28 bits per token at 32-bit payloads
and 0.95-0.99 at 256 bits, against our 0.19-0.26 and 0.37-
0.43, and Discop is similar. Those rates hold only for a
receiver that reconstructs the sender’s exact distribution,
which Section 4 found does not happen in practice.

Among receiver-free schemes, we reimplemented Za-
mir’s [23], following its reference code, on the same news
channel with a budget of 32 comments, tuning its parameters
on held-out messages. It delivers 0.017, 0.024, and 0.002
payload bits per posted token on Gemma, Llama, and Qwen
respectively, and decodes 92%, 99.5%, and 60% of messages
from its own tokens within that budget. Being receiver-free
does not protect it from re-tokenization: decoding from the
posted strings instead of the sender’s tokens drops Llama
from 99.5% to 78.5%, since one changed token corrupts
its binary choices and every symbol’s score after it. We
deliver 9-15x more bits per posted token on Gemma and
Llama, and nearly 100x more on Qwen, whose low-entropy
text starves Zamir’s per-choice evidence. We did not reim-
plement Bai et al. [24]. Table 7 instead reports their own
measured rate as a rough point of comparison.

Rate vs. payload size. Our rate rises with payload size
because a comment has to end where the model ends it: a
short message is often decodable well before the comment
it rides in is over, so most of that comment’s tokens count
against the rate for nothing, while a longer message uses
more of the same comment before it ends. Figure 5 traces
this for the same-model bfl6 receiver from 32 to 256
bits. The rate rises by 20-90% from 32 to 64 bits, then
flattens into the 0.35-0.45 range by 128 bits, as the unused
comment tail shrinks relative to a growing message instead
of staying a fixed cost. It does not keep climbing toward the
replay-mode rates of arithmetic coding or Discop, which
spend nothing on a receiver that reproduces the sender’s
distribution bit for bit, while ours turns only about 40% of
the text’s entropy into payload, the rest being the redundancy
the beam search needs to absorb flips.

Computational cost. Hiding a message adds little time
on either side. We timed 50 messages per sender on an
A6000, one job per GPU at batch size 1. The exponential
race runs within 3-4% of the speed of honest multinomial
sampling, at 25-52 ms per token for the 7-9B models,

0.4
0.3 -
0.2 -
0.1

Bits per Posted Token

32 64 128 256
Payload (bits)

Figure 5. Payload bits per posted token rises with payload size and then
flattens, as the unused tail of the last comment shrinks relative to the whole
message (median over 200 messages).

and the sender’s decodability checks add another 6-7%, for
4.2-7.0 s per message. Our receiver scores the posted text
in one teacher-forced pass (44—69 ms) and runs the beam
search (24-27 ms), for 70-95 ms per message on the 7-9B
models. Arithmetic coding sends at the same speed but pays
at the receiver: in bf16 it decodes only by regenerating the
sender’s text token by token, at 3.7-5.5 s per message, 50—
60x ours. The float64 hardening of Section 4 costs more
still: 2.5-5.5x our time per token on the sender, and 5.8—
16.5 s per message on the receiver against our 55-71 ms on
the same 1.5-3B models. Zamir’s scheme also generates at
the model’s speed, but its low rate means a 32-bit message
takes a median of 1,200-7,200 tokens, or 33—-196 s to send.

7.5. Detection Tests

The proof of Section 6 covers every efficient warden;
here we check that real detectors agree. Each test compares
the first comment posted on each article, 2,000 per family
and kind: stego, our scheme’s output; race, an honest sample
from the same exponential race run on fresh rather than
keyed noise; and mult, an honest sample from ordinary
multinomial sampling, Hugging Face’s default. Stego-vs-
race and stego-vs-mult are the tests that matter. Race-vs-mult
compares two honest samplers and shows what chance looks
like. As a positive control, acl2 is arithmetic coding run
deliberately at a coarse 12-bit interval precision, a scheme
with known statistical artifacts.

Trained steganalyzers. We re-implemented three word-
level linguistic steganalyzers from their published descrip-
tions, with embeddings trained from scratch: FCN [30],
R-BiLSTM-C [31], and a densely connected LSTM
with feature pyramid [32]. Alongside them we fine-tune
RoBERTa [33] end to end as a transformer-based baseline.
Each is trained and evaluated with 5-fold cross-validation
grouped by article, so no article’s texts appear in both
training and test, and we report out-of-fold AUC with a 95%
bootstrap interval. Table 8 gives RoBERTa, the strongest
of the four on the positive control. On every stego-vs-
race, stego-vs-mult, and race-vs-mult pair, ROBERTa’s AUC
is within 0.007 of chance and the other three are within
0.015, none significant (|z| < 1.3). The control shows how
little power these text-only classifiers have on distribution-



TABLE 8. ROBERTA STEGANALYZER AUC (0.5 = CHANCE). *:
p < 0.05 AGAINST CHANCE.

Pair Gemma Llama Qwen
stego vs. mult 0.503  0.498 0.507
stego vs. race 0.501 0.500  0.499
race vs. mult (control) 0.499 0.500 0.496
acl2 vs. mult (positive control)  0.515  0.585* 0.570*

preserving schemes: on only 200 texts per class, RoOBERTa
detects ac12 on Llama and Qwen (z = 2.93, 2.43) but not on
Gemma, the densely connected LSTM detects it on Llama
alone (z = 2.40), and FCN and R-BiLSTM-C never do.

A detector that knows the model. Our warden knows
the sender’s model (Section 3), so the stronger test scores
each comment with that model. For every token it com-
putes the token’s log-probability, rank, the distribution’s en-
tropy, and a randomized probability integral transform (PIT),
which is uniform on [0, 1] under honest sampling. Each
comment becomes a vector of histograms and moments of
these, tail counts, PIT autocorrelation at lags 1-12 (the spine
value repeats every 12 words), and length. Logistic regres-
sion, gradient boosting, and an MLP are trained on these
features with the same grouped cross-validation. Across the
three families and classifiers, stego-vs-mult and stego-vs-
race AUCs lie in 0.48-0.52, inside the 0.48-0.54 spread of
the honest race-vs-mult pair. The same detector finds ac12
in every family, at AUC up to 0.67 (z = 6.0).

The missing-tail test. Cao et al.’s test [34] targets
schemes that can never emit some tokens, the failure Sec-
tion 6.3’s unreachable-mass bound rules out for STEALTH.
It counts how many tokens land in the extreme tail of the
sender model’s distribution, below a threshold probability,
and compares that count with the number honest sampling
predicts, pooled into a z-score over a corpus. Positive z is
a deficit of tail tokens, the signature Cao et al. test for;
negative z is an excess, which we also count as detection.
Table 9 pools all three families, about 880,000 tokens per
honest or stego kind, at three thresholds. Stego and race
stay within |z| < 1.7 at every threshold. The honest mult
sampler shows a real deficit at 276 and 2724 (» = 3.7,
6.4): torch.multinomial draws through a float32 cu-
mulative sum, which under-samples the most extreme tail.
The test is correctly flagging a known flaw in that particular
honest sampler. Our race reads probabilities directly and
has no such flaw. Arithmetic coding at 32-bit precision, the
exact baseline of Section 4, is borderline at 2716 and 2—2¢
(z &~ —2). At 16 bits it is caught at 2732 (z = —18.5), and
at 12 bits at every threshold, down to z = —385.

What these tests show. A score near chance means
only that a test with this much power found nothing, so
the controls matter as much as the stego rows. Both model-
aware tests catch acl2 in every family, and the missing-tail
test also catches 16-bit arithmetic coding and the float32
flaw in an honest sampler. That test’s power falls with its
threshold. At 2724 honest sampling expects about 74 tail
tokens across the corpus, so a sampler that never reached

TABLE 9. CAO ET AL.’S TEST POOLED OVER THE THREE FAMILIES, BY
TAIL THRESHOLD. POSITIVE: FEWER TAIL TOKENS THAN HONEST
SAMPLING PREDICTS; NEGATIVE: MORE.

Kind 2716 2—24 932
stego 0.3 1.6 -0.2
race (control)  -1.1 1.1 -1.6
mult (control) 3.7 6.4 1.3
ac, 32-bit -1.9 21 0.4
ac, 16-bit -1.0  -1.7  -185
ac, 12-bit -83 -564 -385.2

that tail would score z ~ 8.6; at 2732 it expects fewer than
two, so even a fully missing tail would score only z = 1.3,
as mult does. STEALTH’s unreachable mass, 1.4 x 10™!7 per
token (Section 6.3), lies far below what any such test can
resolve. No finite set of tests rules out every warden; that is
the job of the reduction in Section 6. What these results add
is that detectors able to find small artifacts in other samplers
find none in ours.

8. Conclusion

Provably secure linguistic steganography has assumed
that the receiver reproduces the sender’s token distribution
bit for bit. Section 4 shows that ordinary deployments break
this assumption: a different precision, quantization level,
model size, or GPU leaves arithmetic coding and Discop de-
coding almost no messages. STEALTH drops the assumption.
Its sender picks each token by a keyed exponential race, so
a receiver whose distribution differs slightly still picks the
same token almost everywhere, and a disagreement costs
only that one token’s evidence. Because the spinal code is
rateless, every further token adds evidence for the whole
payload, so a receiver that disagrees more often simply
needs more text.

Across three model families, this held for every receiver
we tested. Given enough text, every same-family receiver,
quantized or smaller and on either GPU, decodes every
message, and with the noise keyed by token bytes, so does
every receiver of another family. The sender is also free
to generate with speculative decoding, with no measurable
effect on its receivers. Robustness costs no security: Sec-
tion 6 proves the posted texts indistinguishable from honest
samples of the sender’s model, and no detector we tried,
including one that scores text with that model, tells them
apart (Section 7.5). Nor does it cost practicality: STEALTH
delivers 0.19-0.26 payload bits per posted token on 32-bit
messages, an order of magnitude more than the receiver-free
scheme of Zamir [23], and its race runs within a few percent
of honest sampling.

Sender and receiver therefore no longer need match-
ing deployments to communicate covertly. They can run
different hardware, different precisions, or different model
families, and the texts they exchange remain provably in-
distinguishable from honest model output.
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Appendix A.
Proofs

Proof of Lemma 1. Scaling an Exp(1) variable by 1/p;(h)
gives E;/p;(h) ~ Exp(p;(h)), so the race scores are in-
dependent exponentials with rates p;(h) summing to 1. For
independent exponentials, the index achieving the minimum
wins with probability its own rate over the sum of all rates,
here p;(h), and the minimum itself is exponential with
rate equal to that sum, here Exp(1), independent of the
index. O

Proof of Lemma 2. A truly random function’s values at dis-
tinct inputs are independent and uniform; querying it at an
input not yet read returns a value independent of every value
read so far (lazy sampling). Positions strictly increase, so
every noise value read before position ¢, whether to sample
a token or to run a decodability check, has a first component
t' < t: the decodability check only replays decoding over
tokens already written, so it never queries position ¢ or later.
No input at ¢ has therefore been queried before, so by lazy
sampling its value is a fresh independent uniform, regardless
of which spine value selects it. O

Proof of Corollary 1. By Lemmas 1 and 2, each token,
given everything chosen before it, is distributed exactly as
p(h) for the current context h; END and the prompt policy
are those of the honest process, so the token sequence
follows the honest transition law at every step. O

Proof of Theorem 1. We bound Adv(A) through a se-
quence of hybrids, starting at the real stego oracle and
ending at the honest oracle.

Hj is the real stego oracle Og.

H, replaces HMAC-SHA256(K, -) by a random func-
tion; since the warden never repeats a nonce (Definition 1),
the message keys K, it induces are independent and uni-
form. A warden distinguishing H, from H; yields a distin-
guisher for HMAC-SHA256: it runs the warden, simulates
the sender, and obtains each K,,, by querying its own oracle
on the nonce v, so |Pry, —Pry, | < enmac(q).

H, replaces the ChaCha20 block function under each of
the ¢ message keys by an independent random function; a
standard hybrid over the ¢ messages gives | Pry, — Pry, | <
q 6ChaCha(T)-

Hj replaces the sender’s implemented race by the ideal
race on exact uniforms. Hs and Hj3 read the same noise
words and draw the same warden coins, so they agree until
the first position where the two races disagree. By Lemma 2
the noise at that position is fresh given everything before it,
so by Lemma 3 the races disagree there with probability
at most J; a union bound over at most T positions gives
|Pry, —Pry, | < T¢. The sender’s decodability checks
(Section 5.4) add no term: they query only positions al-
ready sampled, and under the theorem’s stopping rule their
outcome does not affect what is posted.

Finally, by Corollary 1, each message in Hs3 is an
honest conversation cut by a rule that does not use the key;
the honest oracle Op applies the same rule to an honest
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conversation, and distinct messages use independent random
functions throughout H1—Hj3, so Hz and Oy have exactly
the same law. Chaining the four bounds gives the claim. [

Proof of Lemma 3. The strategy is to condition on a “good”
event I' in which the winning margin is not too close to a
tie and no noise word landed in an unusually wide cell;
we bound the probability the good event fails to hold,
and separately bound the implementation’s disagreement
probability given that it does.

Write Gl =1- Ui, Xl = Ez/ﬁz with El = —lnGi,
* = argmin; X; and x = X;». By Lemma 1, Pr[i* =] =
Pi»  ~ Exp(1) is independent of i*, and given (i*,x) the
values u; = p;(X; — x), j # ¢*, are independent Exp(1).
Let I; be the interval of values of —In(1 — u)/p; over u
in W;’s cell [W,w, (W, +1)w), and A; its length. Write .S;
for the 1mplementat10n s computed log score, within 7 of
In E; —{; by assumption. Both X; and X; = E;/p; lie in I,
and the computed X; = exp(S; +¢), with c the normalizing
constant of £, lies within a factor e* of X;.

Cell widths. If G; > 2w, the cell is [g,g+w) in G with
g > w, so —1In varies over it by In(l + w/g) < w/g <
2w/G; = 2weP, and A; < 2weFi /p;.

Disagreement needs a close competitor. If the imple-
mented race picks v # i*,

X,-A, <X, <X, <e"Xir <P X < e2Nz+A),

SO Xv —x < Av +Al* +p($+AZ*)

Good event. Let T' be the event that G; > 8w for
all 7, x < q, and A;x < % A union bound gives
Pr[G; < 8w for some i] < 8|V|w, and Prjz > a] = e~ .
Since F;x = ﬁi*l‘, if G;+ > 2w then Ai* < 2weﬁi“’3/ﬁi* <
2we” [P+, s0 Ay > I requires P < dwe®. Since i* is
independent of = and Pr[p; < 0] = 37, . o5 < |V]0,
this has probability at most 4|V|wE[e*; 2 < a] = 4a|V|w.
So Pr[['] < 8|V |w+ e~ +4a|V|w. It remains to bound the
disagreement probability assuming I" holds.

On I'. Multiplying the disagreement condition by p,, < 1
and usmg Poly < 2wefr < 1 (as G, > 8w) gives u, <
7—1— —|—p(a+ )SlHenceE =P +u, <z +1, 80
va < 2ewe” and

Uy < ¢y i=2we” (Py/Pir +€) + Pup (T + 3).

Given (i*,z), Prlu; < ¢ < ¢; for each j, and
Z v G < 2we” (1/pi +e|V])+p(z+3). Averaging over

(E[l/pl 1=Hi:p: >0} <|V] and then over z < a
(IE[e ;o < a] = a, Elz] + L = 3) bounds the disagreement
probability on I' by 2(1—|—e)a|V|w+ 3 p. Adding Pr[I'] gives
the claim. O

Appendix B.
Speculative Decoding Results

Table 10 gives the per-receiver results behind the
speculative-decoding comparison of Section 7.2. On each
GPU, the sender drafts four tokens per round with a small
model of its own family (Gemma 2B, Llama 1B, Qwen

0.5B) and keeps them up to the first position where its own
race disagrees. Every receiver decodes the posted text at
the sender’s stopping point with the cascade decoder. The
H100 plain columns are the runs behind Table 4, including
the fpl6 and fp32 receivers it omits, given as counts of
200 rather than percentages; the A6000 columns repeat the
comparison with texts written and decoded on the A6000.

TABLE 10. PLAIN AND SPECULATIVE SENDERS ON EACH GPU: FLIP
RATE (%) AND MESSAGES DECODED OF 200 AT THE SENDER’S
STOPPING POINT, WITH THE CASCADE DECODER.

H100 A6000

Plain Spec. Plain Spec.
Family Receiver Flips Dec. Flips Dec. Flips Dec. Flips Dec.

Gemma 9B bfl6 09 200 1.0 199 09 200 09 199
9B fpl6 1.3 199 14 200 13 200 13 199
9B fp32 1.3 199 14 200 13 200 1.3 199
9B int8 38 196 4.0 199 42 199 39 198
9B NF4 84 187 89 188 89 189 87 186
2B bfl6 315 84 312 101 31.6 87 314 90

Llama 8B bfl6 1.0 200 1.0 200 1.1 200 1.0 200
8B fpl6 1.0 200 09 200 1.0 200 1.0 200
8B fp32 .. 200 09 200 1.1 200 1.0 200
8B int8 49 200 4.6 200 47 200 4.8 200
8B NF4 102 196 10.1 196 10.3 197 10.2 198
3B bfl6 235 175 23.6 180 23.6 185 23.6 180
Qwen 7B bfl6 12200 12 200 12 200 13 200

7B fpl6 1.3 200 13 200 1.4 200 1.3 200
7B fp32 1.3 200 1.3 200 1.3 200 1.3 200
7B int8 42 200 42 200 43 199 43 200
7B NF4 12.1 199 12.0 200 123 199 123 198
1.5B bfl6 369 168 37.1 173 37.2 173 37.1 178
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